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Is USB-C Safe ?

5/22



Is USB-C Safe ?
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USB-C Port Structure



Inaudible Audio Injection Attack vis USB-C
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USB-C Port Structure



XPorter – Attacks across (X) Charging Ports of a Multi-Port Charger 
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Eavesdropping Attacks – Signal Processing
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Signal Processing Algorithm



Eavesdropping Attacks – Normalization and Activity Recognition
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DTW-based Data Normalization

CNN-LSTM Classification



Eavesdropping Attacks – Results
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XPorter – Inaudible Audio Injection Attacks
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Audio Injection Attacks – How to trigger the Voice Assistant?
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Voltage from the Audio Pin
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Modulated Audio Clip

Injected Signal of USB-C



Audio Injection Attacks – Portable Attacking Device
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Audio Injection Attacks – Results
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Response time Inaudible Audio Injection Attack Results
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Eavesdropping Attacks

Inaudible Audio Injection Attacks
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Audio Eavesdropping
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Audio Eavesdropping Attack Multiple Victims
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Circuit to smooth out voltage leakages

Prototype
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View in YouTube

https://youtu.be/X9HY9mIDTGw
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• A novel attack. We introduce a new attack vector that can be exploited to attack mobile 
devices charged by a commodity multi-port charger. 

• A new framework. We propose and implement a new attack framework, XPorter, to 
demonstrate the feasibility of the proposed attacks. 

• Comprehensive evaluation. We comprehensively evaluate the effectiveness of XPorter with 
five commodity multi-port chargers and five mobile devices.
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