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Design Flaw in Multi-Port Chargers
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Design Flaw in Multi-Port Chargers

Circuit of a Four-Port Charger

USB Ports

> Attacker
DC Output —t 3
e e L ARG L .;LE’ >
\AAAS PAANANSY 4 s
')__ 05_ C”‘_!_ T e . .
18 dr0£ | _| T St L ] ac VICtIm
2| a0 GND GND GND «Zo SHpTE iy
iR | #39 E—.—;-;,,
Transformer donl o3
¥ s¥:7e
| #3e
,1\50 X1D
620pF v ‘f’ti"*ﬁ Ll s
o Control o il i Rus:,:‘ L 34 : ”Ci@n T 2 :‘
= | ANV == T xY - 1 —
(‘?@f%; 817 3:;4 = ﬁ;’;x &Lo ==

Feedback 2. &6



Eavesdropping Attacks in Multi-Port Charger
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Eavesdropping Attacks in Multi-Port Charger
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Is USB-C Safe ?
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Inaudible Audio Injection Attack vis USB-C

Inaudible Audio Injection Attack

USB-C Port Structure Audio injection O

Activate Siri
-
Victim

“Open the door” l
Modulated audio T

Attacker

12111098 7 6 54 3 2 1

1234567 89101112

Audio in
GND Vcc |—> Audio out



XPorter — Attacks across (X) Charging Ports of a Multi-Port Charger
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XPorter — Eavesdropping Attacks
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Eavesdropping Attacks — Signal Processing

Signal Processing Algorithm

Algorithm 1: Signal processing of eavesdropping attack

Input: V = [vc, (t1), 0¢, (£2), . . -, V¢, (tm)]: obtained signals
from the voltage leakage. o, f: order and frequency
of the S-G filter. 7: threshold of the variance.

Output: S = [S1,Sy,. .., S,]: filtered voltage signal clips

Multi-port Charger e =)
Ch arg,’ng _ containing specific smartphone activities.
= 1 Ve[S« > initialize the empty array to record
filtered signals and segmented voltage signal clips.
VO’tage Ieakage ? Audio injection 2 filter « sgolayfilt(o, f) » initialize an S-G filter with the
i given order o and the frequency f.

'Ill'lll' 3 for iach signal v.ci(ti) €V do
4 L og, (t;) « filter (v, (t;))

5 V e [0, (t1),0¢, (t2), - - ., V¢; (ti)]
. - . . 6 V — [v¢,(t1),0¢,(22),...,0c,, (tm)] > the filtered signals.
Signal Pre-processing Attacker Inject Audio Commands » VT average([Te (1), - .52, (t7)]) > deduct offset.
' ‘ 8 window < movvar(z, f/10) » initialize an moving-variance
‘ window with the given threshold 7 and size of f/10.
e . \e </ . . - 9 for each filtered signal v, (t;) € V do
Data Normalization Activate Voice Assistant 0 | Re(t) — window(3y, (1)) > obtain the time-variance
 \ signal from the moving-variance window.
' ‘ 1 for eachr; € R, (t;) do
12 if Vrj € [ri,rivpj10l,7j <rj+1 and rj > 7 then
Activity Recognition =] Modulated Audio Clips 1 | Kstart < ri > obtain start index of the activity.
14 elseif Vrj € [ri,riyfj10l,7j > rjr1andrj >t
then
15 L kena < rivf/10 > obtain end index.
16 Si < [vc; (kstart), Oc; (kstare)] » voltage signal clip that
contains the specific activity.
17 S<— [Sl,Sz,...,Si]

18 S=[5,5,...,5]
9 Output voltage signal clips S that contain user activities.

=




Eavesdropping Attacks — Normalization and Activity Recognition
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DTW-based Data Normalization

DTWy(S;,5) = min (Y d(s; )9y (@)
q I i - , I j )
HGP(S,',SI.) (1,_1)€7r

R;j = DTW4(S-i, SI_,j)q,

Rij= min > d(S8)
]IGP(S—;I,S_)J) (k,l)eﬂ.’

WSS e T dses?
erP(S_.i,S_,j) (k,)en[:—1]

| %

wxd(S;, 5;)(’ +min(R;—1,j, R j—1,Ri-1,j-1),

CNN-LSTM Classification




Eavesdropping Attacks — Results
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XPorter — Inaudible Audio Injection Attacks
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Audio Injection Attacks — How to trigger the Voice Assistant?
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Audio Injection Attacks — Inject Audio via USB-C
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Audio Injection Attacks — Portable Attacking Device

Circuit Design
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Audio Injection Attacks — Portable Attacking Device

Prototype

Circuit Design
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Audio Injection Attacks — Results
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1 Call mom. 27| v V| v V|V  |11| Whereismyhome? |190| Vv V|V V|V V
2 Call my wife. 212\ v V|V V|V /|12 What’s my ETA? 207\ v V|V V|V S
3 Call Bob. 203| v V| v V|V  |13] Openthegaragedoor. |215| Vv V|V V|V V/
4 Open Gmail. 98|v V|V V|V V|14 Turn on the lights. 98| v V|V V|V
5| Open WhatsApp. (203 v vV |V V|V |15 Turn off all alarms. 207\ v V|V V|V
6 Open Paypal. 223| v V|V V|V V |16/ Senda message to... v2|v V|V V|V V/
7 |Check my voicemail.[198| v vV | vV V| ¥V V |17| Send areply emailto... |188| vV vV |V V|V V/
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Practical Impact Factors

Eavesdropping Attacks

1007 =z 1 I l
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g 60
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§ %0 Multi-port  # of Type of Mobile Voice Battery Act. Inj.
20 ) 0w © ) Charger Ports Ports Device Assistant Level SR. SR.
o w0 0 O o W
o ©o o o0
0 UGREEN 40 W| 2 |[2X USB-C| iPhone 13 Pro (4] 80-100%|100% 100%
UGREEN 40W Apple 35W Anker 65W  Belkin 45W ROMOSS 10W 1x USB-A
Multi-port charger Anker 65W 3 9% USB-C iPhone 13 Pro (4] 40-60% [100% 100%
| Belkin 65W 2 |2X USB-C| iPhone 13 Pro (4] 60-80% |100% 100%
I I UGREEN 40 W| 2 [2x USB-C| Google Pixel 4 |  ®: | 20-40% |100% 100%
- 1x USB-A
2 Anker 65W 3 Google Pixel 4 o 60-80% |100% 100%
< 2% USB-C
o
g Belkin 65W | 2 [2x USB-C| Google Pixel 4 it 0-20% [100% 100%
§ UGREEN 40 W| 2 |2X USB-C|OnePlus 10 Pro o 80-100%|100% 100%
N o 1x USB-A
© 1~ Anker 65W 3 9% USB-C OnePlus 10 Pro o 60-80% |100% 100%
OnePlus 10 Google Pixel 4 iPad Pro Belkin 65W 2 2X USB-C|OnePlus 10 Pro o 0-20% (100% 100%
Mobile device UGREEN 40 W| 2 |2Xx USB-C iPad Pro (4] 60-80% |100% 100%
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100, q _
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Extending Attacks
Audio Eavesdropping
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Extending Attacks

Audio Eavesdropping Attack Multiple Victims
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Countermeasures

Circuit to smooth out voltage leakages
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XPorter: A Study of the Multi-Port Charger Security
on Privacy Leakage and Voice Injection

Demo

View in YouTube



https://youtu.be/X9HY9mIDTGw

Conclusion

¢ A novel attack. We introduce a new attack vector that can be exploited to attack mobile
devices charged by a commodity multi-port charger.

¢ A new framework. We propose and implement a new attack framework, XPorter, to
demonstrate the feasibility of the proposed attacks.

e Comprehensive evaluation. We comprehensively evaluate the effectiveness of XPorter with
five commodity multi-port chargers and five mobile devices.



Thank you!

Read the paper
Speaker: Tao Ni (Tony)

Personal website: tony520.github.io @ §°§°. °= 2 @
Email: taoni2-c@my.cityu.edu.hk 35:’.:::’::5"‘ °° .f:ff:%::':f
City University of Hong Kong : =:°§:: §;,§2.§. ::.°:

| will be on the 2024 job market!




