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Motivating Example & Physical Phenomena
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Comparison with Prior Works

Attack surface Contactless No need to No prior knowledge of | Fine-grained user Domain adaptive
Compromlse devices devices privacy
X

Cour et al. Current in power line X
(CCs’21)
Wu et al. Inductive current v v X X X
(ACSAC’21)
EM-Surfing Inductive voltage X X X v X
(TDSC’22)
Charger-Surfing Current in USB cable X X X v X
(Security’20)
GhostTalk Current in USB cable X X v X
(NDSS’22)
BankSnoop Coil whine and v v v v v

(Our work) Magnetic field
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Analysis of Other Impact Factors
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Countermeasures

Countermeasure 1: Shield magnetic field.
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Countermeasure 2: Signal obfuscation. (a) Recognition accuracy. (b) Battery after charging.
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